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Abstract of the contribution: It is proposed that the UE and N3IWF negotiate IPsec SA operation mode during the Registration procedure.
Discussion
According to IETF RFC 4555 clause 1.2, MOBIKE does not support transport mode, i.e. MOBIKE supports only tunnel mode IPsec SAs.
[From IETF RFC 4555]
1.2. Scope and Limitations
This document focuses on the main scenario outlined above and supports only tunnel mode IPsec SAs.
…
The base version of the MOBIKE protocol does not cover all potential future use scenarios, such as transport mode, application to securing SCTP, or optimizations desirable in specific circumstances.
…

In TS 23.502, however, the UE and N3IWF shall be configured to operate in transport mode. As a result, current specification does not support MOBIKE. In the last SA2 meeting, S2-183584 raised this issue and suggested to remove support of MOBIKE from the specification. However, other companies suggested to keep MOBIKE and S2-183584 was postponed.

1. Complexity of tunnel mode
In order to support tunnel mode, NAS signaling and PDU data needs to be encapsulated into IP packet two times as shown in the following figure.
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Figure 1. Encapsulation of NAS signaling / PDU data

The UE uses IP address allocated by the WLAN AP in outer IP header but the UE needs another IP address for inner IP header. So the N3IWF needs to allocate additional IP address. Because of the processing burden for encapsulation / decapsulation of NAS signaling / PDU data and necessity of additional IP address management, we decided to use transport mode to reduce complexity of the UE and N3IWF.
Observation 1: The use of tunnel mode increases complexity of the UE and N3IWF.

2. Necessity of supporting MOBIKE
In most cases, a UE use single WLAN AP. For example, when a UE is in the home, there is no need to support mobility anchor because the UE will not change its WLAN AP. If there is coverage issue, most people uses WiFi extender rather than deploying another WLAN APs because of its easy deployment.
If a UE is in the company, there will be multiple WLAN APs. However, the WLAN APs are generally uses the same SSID and have their own mobility solution. Therefore, UE's IP address is not changed even though the UE moves WLAN APs inside the company. 
The only possible scenario is that a UE is moving around a street where multiple WLAN APs are deployed by each stores on the street. The UE's IP address will be changed whenever the UE selects new WLAP AP. In this scenario, without support of MOBIKE, the UE needs to re-establish IPsec SAs every time new WLAP AP is selected. However, this scenario seems un-realistic because the N3IWF will detect the loss of connection by exchanging keep-alive message. If the UE fails to select another WLAP AP within pre-configured time, MOBIKE is useless. Typically, connection loss detection takes less than a minute. If the UE does not know one of the WLAN AP configuration e.g. password of WLAN AP, then the N3IWF may detect the loss and remove all SAs for the UE.
Observation 2: Support of MOBIKE is not necessary in most of use-cases.

3. Negotiation of MOBIKE
Considering the complexity of tunnel mode and limited use-case, using a tunnel mode only is not efficient to support MOBIKE. Therefore, we proposes to use both tunnel mode and transport mode. If the UE want to use MOBIKE, then the UE requests to establish a tunnel mode during the registration procedure. Otherwise, the UE requests to establish a transport mode. If the UE want to change IPsec mode, it may go to CM-IDLE mode by releasing IPsec SAs and initiates Service Request with another mode.
The negotiation can be done by using an existing IPsec mode selection in IETF RFC 7296.
[From IETF RFC 7296]
1.3.1. Creating New Child SAs with the CREATE_CHILD_SA Exchange
A Child SA may be created by sending a CREATE_CHILD_SA request. The CREATE_CHILD_SA request for creating a new Child SA is:
…
The USE_TRANSPORT_MODE notification MAY be included in a request message that also includes an SA payload requesting a Child SA. It requests that the Child SA use transport mode rather than tunnel mode for the SA created. If the request is accepted, the response MUST also include a notification of type SE_TRANSPORT_MODE. If the responder declines the request, the Child SA will be established in tunnel mode. If this is unacceptable to the initiator, the initiator MUST delete the SA. Note: Except when using this option to negotiate transport mode, all Child SAs will use tunnel mode.
…

According to IETF RFC 7296 clause 1.3.1, the requester may include USE_TRANPORT_MODE notification to sue transport mode. When the transport mode is requested, the responder can accept or reject the request. If the responder reject the request, the SA is established in tunnel mode. This procedure can be used for MOBIKE negotiation.
If the UE want to use MOBIKE, the UE shall not request transport mode, i.e. the UE shall not include USE_TRANSPORT_MODE in the IKE_AUTH request message. If the N3IWF accept the request, then N3IWF includes USE_TRANSPORT_MODE in IKE_AUTH response message. The procedure detail is shown in the following figure.



Figure 2. Negotiation of IPsec mode during Registration procedure

If the UE and N3IWF decided to use transport mode, the UE and N3WIF also use transport mode when IPsec SAs for PDU Session is established.
If the UE and N3IWF decided to use tunnel mode, the UE and N3IWF also use tunnel mode when establishing IPsec SAs for PDU Session. The UE and N3IWF use the same mode for all IPsec SAs in a PDU Session, i.e. when there are multiple IPsec SAs to support multiple QoS flows, all IPsec SAs have the same mode.



Figure 3. Negotiation of IPsec mode during PDU Session Establishment procedure

Proposal: The UE and N3IWF negotiate mode of IPsec SA during the Registration procedure by using transport mode negotiation method in IETF RFC 7296. The same mode is used for IPsec SAs for PDU Session.

Proposal

* * * * Start of 1st Change * * * * 



* * * End of Changes * * * *
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